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INTRODUCTION
The development of high-quality software is an issue of great and growing importance throughout the software industry (Gillies 1992) . Medical software in particular, which includes medical devices with embedded software, can have a major impact on the delivery of patient care. A good quality software system accompanied by poor managerial practices cannot provide the required quality of service. Hospitals face challenges in terms of managing software due to size, complexity of practices, parallel management and resistance to change.
Clinicians are heavily dependent on information to inform decision making on the management of patients. Of concern in the Irish setting is the lack of an integrated electronic patient record system. Without quality software in place, there is little hope of patients benefiting "both directly and indirectly from improved data quality since accurate clinical data are a prerequisite for high standards of care and monitoring." (Forster et al. 2008) .
The accuracy of data, and consequently, of information, is determined by the quality of the software systems which produce that data. Within Irish Hospitals there are a number of major and minor systems in place. Patients, clinicians, nursing, information technology, administration, data entry personnel, researchers, governing bodies, and external auditors, have different expectations, understanding and requirements. The increasing use of fourth generation databases such as Microsoft Access is allowing staff with little expertise or knowledge of data quality techniques to gather data that is used in the crucial decision making processes along the patient journey.
Current research yields few solutions to the software quality issue. On reviewing the many papers assessing the quality of clinical data there appears to be a lack of recognition of correctness and accuracy of data -which can be provided through the provision of quality software systems.
Our aim is to address these issues by means of some practical solutions. This paper proposes to deliver an implementation of a software quality plan for Irish hospitals through the use of recognised healthcare and software quality models and standards.
Research Methodology
A literature review of the major databases of journals from 2000 was performed. This gave us the opportunity to investigate quality issues (Brooks 1987) (Fitzgerald et al. 1979) within hospitals. Interviews with hospital clinicians were also carried out to understand the processes involved in the provision of various inpatient services. Also, existing standards for medical devices and health record collection were investigated.
Comparing this output with existing software standards, we established which software development processes and practices were relevant to the hospital situation.
For the purposes of implementation, we utilised the Quality and Risk Management Standard (HSE 2007) issued by the Irish Health Service Executive, also known as the HSE. The HSE is an executive body with a mandate to run all the public health services in the Republic of Ireland. This standard was mapped against the best practices in selected processes areas in the Capability Maturity Model Integration, also known as CMMI for Development (SEI 2006 
Quality & Risk Management Standard
The QRMS Standard includes a statement of standard and supporting criteria supported by an internal control model (See Figure 1 ). There are 3 levels to assess compliance with the standard. Level 1 -The service has approved documentation which describes the process for managing quality and risk. Level 2 -The service can demonstrate implementation of the approved documentation. . Level 3 -The service can demonstrate that there are processes in place to monitor the overall effectiveness of the approved documentation.
Capability Maturity Model Integrated (CMMI)
CMMI is a model based on a collection of best practices that assist organisations in the improvement of their software processes. This model was chosen as it is open and freely available for use. It is widely adopted and validated by numerous companies and across various different industries. While it is heavily used in the software industry, there are also case studies available on the implementation of CMMI in the health care services industry (Forrester 2008) . CMMI was found to be the Model that mapped most successfully to the Irish Health Service's Quality and Risk Management Standard.
Levels 1 and 2 in the QRMS map to the Managed & Defined Levels in CMMI respectively. Level 3 in the QRMS looks at the control and monitoring of the effectiveness of the processes involved. The Quantitatively Managed and Optimising levels in CMMI facilitate that control and drive towards continuous improvement and optimisation.
This intuitive mapping demonstrates the complimentary nature of standards and models and creates a compelling argument for implementation together.
QUALITY MANAGEMENT PLAN
Based on the literature review and interviews of clinicians within the hospitals, the following areas of concern were identified. These areas of concern are then addressed with the QRMS and CMMI models guiding the activities to be carried out.
Project Planning
Within CMMI, the Project Planning and Project Monitoring and Control process areas bring a degree of structure to the hospital software quality plan.
(Cooke-Davies 2002) outlined the importance of project and operations management working together to as a critical factor to achieving project success. When developing the hospital quality plan, following a review of CMMI processes, we developed goals, standards and practices. We also developed a system to constantly review and action the findings of the plan. The HSE provided the following statement of standard which was adopted for this quality plan "Healthcare quality and risk are effectively managed through the implementation of an integrated quality and risk management system that ensures continuous quality improvement" (HSE 2007, p.5) Within a hospital quality plan, each software system, its type, interfaces, stakeholders and requirements must be defined. A communication strategy for stakeholders must be developed. The potential risks associated with each s system must be identified and rated according to severity and likelihood. A plan generated and implemented to test each system for Integrity and Availability, the use/under use and fit for use of each system must continually be assessed and improved.
Risk Management
The use of medical devices and health information systems in a hospital are an inherent risk to the patient. Storing patient information on these systems further exacerbates the level of this risk factor (Sicotte et al. 2006) . Failure of software in these systems/devices can have potentially catastrophic effects, leading to injury of patients or even death (Burton et al. 2006) .
The complexity of software has long been considered a critical IT project risk factor (Sicotte et al. 2006 ). Risk Management must be an integral part of software project management processes and include proactive risk assessment and reactive incident management to avoid incidents recurring. (Kavaler & Speigel 2003) define risk management as "an organized effort to identify, assess and reduce where appropriate, risk to patients, visitors, staff and organizational assets". These risks can be wide ranging from scheduling and timing risks to personnel management risks. The hospital's software development team can cope with these classes of software risks by applying appropriate systematic risk management activities to the software development process (Galin 2004 ).
The CMMI divides Risk Management into three main activities -defining a risk management strategy, identify and analysing potential risks and managing and mitigating risks which do take place. Its purpose is to identify potential problems before they occur so that risk-handling activities can be planned and invoked as needed across the life of the project to mitigate adverse impacts on achieving objectives (Dhlamini et al. 2009 ).
Risk management for software and systems is not just part of a software quality plan, but should be an integral part of the overall risk management plan for the services which hospitals provide.
Patient Data Security
Storing patient data in electronic form raises concerns about Patient Privacy and Data Security (Haak et al. 2003) . To comply with regulations, software systems and medical devices must guarantee adequate protection of the confidentiality integrity and availability of patient information. The framework outlined in this paper assists a hospital to adhere to the HIPAA Standard, EUROSOCAP and the Data Protection Acts of 1998 and 2003. However, having complete protection of patient data in practice may not be feasible or plausible as it may inhibit the doctor's work (Anderson 1996) .
There have been many published breaches of patient information in the Irish press that highlight some major security breaches with regard to medical information (O'Hora 2010). These breaches include unauthorized secondary use of patient records, disclosure of patient records by hackers and commercial vendors, and use of patient records by employers (Baumer et al. 2000) . Complying with data security law and regulations is a difficult challenge for hospital managers. Hospital workers demand more and easier access to patient information in order to provide the best care to their patients. Also, vendors of healthcare software use words like flexible, easy-to-use, accessible, streamlined, and multidisciplinary to promote their products. This is at odds with principles of data security which talk about privacy and confidentiality (Waldo 1999 ).
Integrity & Availability
Quality data can be defined as data which is fit for use or purpose (Bertoni et al. 2009 ), (de Lusignan 2006 . In addition, (Welzer et al. 2002) state that quality data must be accurate, available, have integrity, consistency, timeliness and completeness. In some cases no data is better than inaccurate data. (Welzer et al. 2002) found that data needs to be modeled correctly first and then be correct, adequate and available. It is then necessary to be quality validated again. (Bertoni et al. 2009 ) and (Berndt et al. 2001 ) recognized the importance of placing emphasis on data analysis when designing a database. This is also backed up in the research by (Treweek & Flottorp 2001) pointing to the fact that it is natural that stakeholders would like to make use of available information but that "a major problem, however, is simply getting at the data
Verification and Validation
Verification and Validation are the processes which determine "whether or not products of a given development or maintenance activity conform to the requirement of that activity and whether or not the final software product fulfils its intended purpose and meets user requirements" (Abran et al. 2004 ). Our research demonstrates that a software quality plan for a hospital requires that each system is audited regularly to ensure accurate and complete data. It is inevitable that errors or misunderstandings between data providers and database managers will occur in a highly specialized area. Actions must be put in place to continually improve both the timeliness and accuracy of the reports. The data managers must receive feedback to ensure continuous quality improvement.
Verification and validation are two distinct process areas within the CMMI-Dev model. On a reactive level, validation through CMMI processes ensures that software and systems currently in use actually do perform the activities they were originally intended for. On a proactive level, validation for new systems and software can take place at all levels of creation of the software and systems, be it at the time of design, implementation or verification.
Verification is the other side of the coin. Having ensured that the software or system being built is the right system, verification ensures that what is being built actually meets the requirements originally set out for the software or system.
DISCUSSION
During the course of our research we found that there are many problem areas within hospitals which must be addressed to enhance the quality of service. The root causes of many problems lie in the absence or lack of enforcement of standards, legislation and management processes.
Additionally, software systems are often not seen as being governed by the existing health standards. For such use, health standards need to be modified to take software standards into account. Existing research on quality in health care has focused on single issues -little has been done to consider quality of service as a whole. In this research, we have tried to address the overall quality issues in hospitals by focusing on software systems and the definition of relevant quality processes. These ultimately will support guidelines that hospitals may follow to improve their quality of service and avoid many hazards. For future research, we recognise that the validation of this approach is very important and we aim to investigate the advantages and disadvantages of using our proposed plan. We are interested in understanding how quality of service is improved through the implementation and improvement of existing software processes.
CONCLUSION
This study investigated the problems in relation to software quality, to uncover the root causes of information and data which lacks quality, and to propose the suitable strategies to address the issues. Lack of processes and management of systems and software within the hospital environment results in poor quality of service and makes the goal of patient safety more difficult. Different standards, models, and published literature exist at the moment. However, it is impossible to use any single one to solve the existing diverse and complicated problem. Through literature review and interviews with clinicians, we have identified software process requirements for a hospital quality plan and we have proposed some guidelines based on existing health care standards, quality standards and published resources. We could not address all problem areas in detail; instead we emphasized those issues which were reported by existing literature to be the more critical ones.
Quality assurance is an ongoing process which must be monitored and controlled. Quality assurance and improvement is the responsibility of all stakeholders and these must be involved in all iterations of the quality cycle.
